27

tions of the authority to develop health and safety standards. See
also U.S. v. Frame, 885 F.2d 1119, 1122 (3rd Cir. 1989) (upholding
delegation to the beef industry to devise its own strategies :0 im-
plement the Government’s poli

cy).

The appropriateness of the !eiegation here is furthered by two
factors: (1) Compliance with the industry standards is voluntary,
not compulsory. Carriers can adopt other solutions for compiying
with the capability requirements. (2) The FCC retains control over
the standards. Under section 2602(b), any carrier, any law enforce-
ment agency or any other interested party can petition the FCC.
which has the authority to reject the standards develioped by indus-
try and substitute its own. See Sunshine Anthracite Coal Co. v.
Adkins, 310 U.S. 381 (1940); St. Louts, Iron Mt. & Southern Ry. Co.
v. Taylor, supra; Frame, supra, 885 F.2d at 1128 (delegation valid
where discretion of private bodies is subject to the Governments
authority to disapprove or modify the standards).

This section states affirmatively that the absence of standards
will not preciude carriers, manufacturers or support service provid-
ers from deploying a technology or service, but they must still com-
ply with the capability assistance requirements.

Subsection (b) tgrovides a forum at the Federal Communications
Commission in the event a dispute arises over the technical re-
quirements or standards. Anyone can petition the FCC to establish
technical requirements or standards, if none exist, or challenge any
such requirements or standards issued by industry associations or
bodies under this section. In taking any action under this section,
the FCC is directed to protect privacy and security of communica-
tions that are not the targets of court-ordered electronic surveil-
lance and to serve the policy of the United States to encourage the
provision of new technologies and services to the public.

If an industry techni uirement or standard is set aside or
supplanted by the FCC, the FCC is required to consult with the At-
torney General and establish a reasonable time and conditions for
compliance with and the transition to any new standard. The FCC
may also define the assistance obligations of the telecommuni-
cations carriers during this transition period. N

This section is also intended to add openness and accountabilit)
to the process of finding solutions to intercept problems. Any FCC
dn“cgﬁi;n on a standard for compliance with this bill must be made

y. .

P Subsection (c) gives telecommunications carriers an additional !
years to achieve compliance with the capability assistance require
ments beyond the 4 years provided in section 2 of the act, if they
petition for, and the F'CC grants, an extension. The FCC may gran
a petition for relief from compliance with the capability assistanc
requirements for up to 2 years in circumstances where the carrie
can show that compliance with those requirements is not reasor
ably achievable through application of technology available withi
the 4-year compliance period. The Attorney General will reimburs
the carrier for any necessary modifications made during the extes
sion period. . : : » S,

Any extension granted under this subsection applies only to th:
part of the carrier's business on which the feature or service :
1ssue is used. '
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Section 2607 provides for enforcement of the bill by the cours.
Subsection a) provides that a court may order telecommunications
carriers, equipment manufacturers and support service providers to
comply forthwith with the requirements of the bill in circumstances
where an electronic surveillance order or authorization has been is-
sued but cannot be effected because a carrier has failed to compiy
with the requirements of the bill. This provision compliments the
existing requirement in 18 U.S.C. 2518(4) that an order authonz-
ing electronic surveillance may direct that providers of wire or elec-
tronic communications services or any “other person * * * furnish
* * * forthwith all information, facilities, and technical assistance
necessary to accomplish the interception.”

Subsection b) authorizes the Attorney General, in the absence of
a particular electronic surveillance order or authorization. to apply
to an appropriate U.S. district court for an enforcement order di-
recting a telecommunications carrier, equipment manufacturer and
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers, this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various U.S. attor-
neys.

Subsection (c) places limitations on the court’s authority to issue
enforcement orders. First, the court must find that law enforce-
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. Essentially, the court must
find that law enforcement is seeking to conduct its interception at
the best, or most reasonable, place for such interception.

Second. the court must find that compliance with the require-
ments of the bill are reasonably achievable through application of
available technology, or would have been reasonably achievable if
timely action had been taken. Of necessity, a determination of “rea-
sonably achievable” will involve a consideration of economic factors.
This limitation is intended to excuse a failure to comply with the
capability assistance requirements or capacity notices where the
total cost of compliance is wholly out of proportion to the useful-
ness of achieving compliance for a particular type or category of
services or features. This subsection recognizes that, in certain cir-
cumstances, telecommunications carriers may deploy features ot
services even though they are not in compliance with the require
ments of this bill.

In the event that either of these standards is not met, the cour
may not issue an enforcement order and the carrier may procee
with deployment, or with continued offering to the public, of th
feature or service at issue. .

Subsection (d) requires a court upon issuance of an enforcemen
order to set a reasonable time and conditions for complying wit!
the order. In determining what is reasonable, the court may cor
sider as to each party before it a number of enumerated factors.

Subsection (e) provides that an order may not be issued requirin
a carrier to exceed the capacity set forth in the Attorney General
notices under section 2603.
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Subsection (f) provides for a civil penalty up to $10.000 per day.
from the date of the order, or such later date as a court may de-
cree, for any carrier, equipment manufacturer or support service
provider that violates the section. In setting the appropriate
amount of the fine, a court may consider a number of enumerated
factors, including the nature, circumstances. and extent of the vio-
lation. and, with respect to the violator, ability to pay. good-faith
efforts to comply in a timely manner, effect on ability to continue
to do business, the degree of culpability or delay in undertaking ef-
forts to comply, and such other matters as justice may require.

While subsection 2607(f) would subject to civil penalties a manu-
facturer that fails to provide its customers with the features or
modifications necessary for them to comply, the committee fully ex-
pects that manufacturers and carriers wiil ensure the compliance
with the requirements through the normal marketplace mecha-
nisms, as carriers, in their orders, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers wouid normally be appropriate only when the exist-
ing marketplace (i.e., contractual) mechanisms fail to ensure manu-
facturer compliance, just as the imposition of civil penalties would
normally be appropriate on carriers when, for example, they fail to
seek through contractual mechanisms such features or modifica-
tions.

Section 2608, entitled “Payment of costs of telecommunications
carriers” provides, in subsection /a), that the Attorney General is
required to pay all reasonable costs directly associated with modi-
fications required to comply with the capability assistance require-
ments, either during the period of 4 years after enactment or dur-
ing any extension period granted by the FCC. In addition. the At-
torney General is required to pay such costs for expanding the car-
rier's facilities in the event such expansion is necessary to comply
with the notices issued under section 2603 of maximum and initial
capacity needed by law enforcement. .

Subsection (b) provides that the Attorney General is authorized
to pay reasonable costs directly associated with achieving compli-
ance with the assistance capability requirements for equipment,
features or services deployed on or after the date of enactment if
such compliance would otherwise not be reasonabiy achievable. In
determining whether compliance is reasonably achievable, consid-
eration must be given to when the deployment occurred.

Subsection (c) directs the Attorney General to allocate appro-
priated funds to carry out the purposes of the bill in accordance
with law enforcement’s priorities. o _

Subsection (d) provides that if a telecommunications carner re
quests payment for modifications to existing equipment, features o1
services to achieve compliance with the assistance capability re
quirements under section 2602, and the Attorney General does no
pay as required under subsection (a), the equipment, feature o
service in question will be considered to be in 'corx;fphance. until th
equipment, feature or service is replaced or significantly upgrade:
or otherwise undergoes major modifications. )

Subsection (e) authorizes the Attorney General to establish ne
essary regulations and procedures to reimburse carners.



30

Subsection f) provides that any dispute over costs is to be re-
solved by the FCC or the court from which an enforcement order
is sought. In the absence of a dispute brought by one of the parues
to the FCC, it is not the committee's intent for the FCC or any
other agency of the Federal Government to regulate the price of
telecommunications transmission and switching equipment or sup-
port services. The committee regards such regulation as unneces-
sary in a competitive marketplace. Determinations regarding what
constitutes a “reasonable charge” for modifications and features
should be made in the first instance by manufacturers and their

customers in contractual negotiations in accordance with normal
and accepted business practices.

SECTION 2. AUTHORIZATION OF APPROPRIATIONS

This section authorizes $500 million to be appropriated for 1995
through 1997, which encompass the 3 years after enactment. and
thereafter any additional amounts that may be necessary to carry

out the purposes of the bill, which sums shall be available until ex-
pended.

SECTION 3. EFFECTIVE DATE

This section sets the effective date for compliance with the capa-
bility assistance requirements in section 2602 and the Systems Se-
curity and Integrity requirement in section 2604 as 4 years after
enactment. All other provisions take effect upon date of enactment.

SECTION 4. REPORTS

The Attorney General is required to report annually to Congress
periodicaily for the 6 years after enactment on the moneys ex-
pended under the bill. In addition, the General Accounting Office

is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTION S. CORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA), which
amended the wiretap statute in 1986, exempted from the protection
of the act “the radio portion of a cordless telephone that is trans-
mitted between the cordless telephone handset and the base unit.”
18 U.S.C. 2510 (1) and (12). The bill would delete the exception for
cordless telephones and impose a penalty of up to $300 for inten-
tionally intercepting such communications.

SECTIONS 6 AND 7. RADIO-BASED COMMUNICATIONS

ECPA does not protect communications that are “readily acces-
sible to the general public.” which includes radio communications,
unless they fit into one of five specified categories. These excepted
categories enjoy protection because they usually are not susceptible
to interception by the general public. ‘

The bi woultg' add “electronic communication” as a category of
radio communication covered by the wiretap statute. This would
~ provide &rotec:ion for all forms of electronic communications, in-
cluding data, even when they may be transmitted by radio.
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The bill also amends the penalty provision to treat communica-
tions using modulation techniques in the same fashion as those
where encryption has been empioyed to secure communications pn-
vacy. This paragraph refers to spread spectrum radio communica-
tions, which usually involve the transmission of a signal on dif-
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SECTION 8. TECHNICAL CORRECTION

The wiretap law permits interception of wire communications by
a wire or electronic service provider in the normal course of busi-
ness to render services or protect rights or property. The bill wouid
make a technical correction and expand the exception to include
electronic communications.

SECTION §. CLONE PHbN‘ES

This section amends the Counterfeit Access Device law to
criminalize the use of cellular phones that are aitered, or “cloned.”
to allow free riding on the ceilular phone system. Specifically, this
section prohibits the use of an altered telecommunications instru-
ment, or a scanning receiver, hargware or software, to obtain unau-
thorized access to telecommunications services. A scanning receiver
is defined as a device used to intercept illegally wire, oral or elec-
tronic communications. The penalty for violating this new section
is imprisonment for up to 15 years and a fine of the greater of
$50,000 or twice the value obtained by the offense.

SECTION 10. TRANSACTIONAL DATA

Recognizing that transactional records from on-line communica.
tion systems reveal more than teiephone toll records or mail covers
subsection (a) eliminates the use of a subpoena by law enforcement
to obtain from a provider of electronic communication services the
addresses on electronic messages. In order for law enforcement t«
obtain such information, a court order is required.

This section imposes an intermediate standard to protect on-lin
transactional records. It is a standard higher than a subpoena, bu
not a probable-cause warrant. The intent of raising the standarn
for access to transactional data is to guard against “fishing expedi
tions” by law enforcement. Under the intermediate standard, th
court must find, based on law enforcement's showing of facts, tha
there are specific and articulable grounds to believe that th
records are relevant and material to an ongoing criminal investigs
tion.

Law enforcement could still use a subpoena to obtain the nam
address, telephone toll billing records, and length of service of
subscriber to or customer of such service and the types of service
the subscriber or customer utilized. o . .

Subsection (b) requires government agencies installing and usir
pen register devices to use, when reasonably available, technolog
that restric;shn the riéxfm"rnaticm captured l:g' such d:r:'m‘c‘;;h: il:
ing or signaling information necessary to direct
ex%:luding any f%xrther communication conducted through the use
dialed digits that would otherwise be captured.
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VII. REGULATORY IMPACT STATEMENT

In compliance with paragraph ll(b), rule XXVT of the Standing
Rules of the Senate. the committee, after due consideration, con-
cludes that no significant additional regulatory impact or impact on

personal privacy wouid be incurred in carrving out the provisions
of this legislation.

VIII. CoST ESTIMATE

The committee accepts the cost estimate of the Congressional
Budget Office.

The Congressional Budget Office estimate follows:

U.S. CONGRESS.
CONGRESSIONAL BUDGET OFFICE.
Washington, DC, September 30, 1994.
Hon. JOosePH R. BIDEN, Jr.,
Chairman, Committee on the Judiciary,
U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for S. 2375, a bill to amend title
18, United States Code, to make clear a telecommunications car-
rier's duty to cooperate in the interception of communications for
law enforcement purposes, and for other purposes.

Enactment of S. 2375 would affect direct spending and receipts.
Therefore, pay-as-you-go procedures would apply to the bill.

If you wish further details on this estimate, we will be pleased
to provide them.

Sincerely,

JAMES L. BLtwM
(For Robert D. Reischauer, Director).
Enciosure.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

1. Bill number: S. 2375.

2. Bill title: A bill to amend title 18, United States Code, to make
clear a telecommunications carrier's duty to cooperate in the inter-
ception of communications for law enforcement purposes, and for
other purposes. |

3. Bill status: As ordered reported by the Senate Committee on
the Judiciary on September 28, 1994. _ _

4. Bill purpose: S. 2375 would direct telecommunications carriers
to attain certain technical capabilities to assist law enforcemen
agencies with wire and electronic interceptions, pen registers, anc
trap and trace devices. These companies generally would have fou
years to comply with the bill's requirements. However, tele
communications carriers would not have to meet the requirement
with respect to existing equipment and services unless they are re

imbursed by the Federal Government. Additionaily, the Attorne
General may agree to reimburse carriers for other reasonable cost
in complying with the bill. This legislation would authorize apprt
priations totaling $500 million for the fiscal years 1985 throug
1997, plus such sums as are necessary for fiscal years thereafte:
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This legislation would make several minor changes to the current
laws relating to the telecommunications industry. S. 2375 aiso
would establish both civil and criminal penalties for violation of
certain provisions of the bill.

5. Estimated cost to the Federal Government:

{By hicat years. 10 Muony ot iR

K} 3% &1 4. ] K. L]

Revenves
Estimateq receipts ‘rom fines
Jiect spenaing
Chme Yicims Fund.
Eshmates duoget authonty 0 gl " M -
Eshmates outays e e 0 " ) " o
Authonzanons.
Soecitied authonzatony e e 500
Sstimated authonratons

B " M Q) 1)

100 100

Total QUIRONZIBONS . oo 00 ... 100 100
ESUMAEO QUUEYS .. . oo e 25 100 n 100 100
'Less man $500.300.

The costs of this bill fall within budget function 750.

Basis of estimate: The estimate assumes that the Congress will
appropriate the full amounts authorized. The costs of the bill in fis-
cal years 1998 and 1999 are very uncertain because the precise
technical solutions to the bill's requirements are unknown at this
time. Based on information from the Federal Bureau of Investiga-
tion (FBI) and the telecommunications industry, CBO estimates
that these costs would be roughly $100 million annually. Costs of
this order of magnitude could continue in later years. The outlay
estimates are based on information from the FBI regarding imple-
mentation of the new capabilities by the telecommunications car-
riers.

S. 2375 would impose civil and/or criminal fines for violations of
the bill's provisions. Both criminal and civil fines increases receipts
to the Federal Government. Criminal fines would be deposited in
the Crime Victims Fund and would be spent in the following year.
CBO does not expect this additional revenue or direct spending to
be significant. '

6. Pay-as-you-go considerations: Section 252 of the Balanced
Budget and Emergency Deficit Control Act-of 1985 sets up pay-as-
you-go procedures for legislation affecting direct spen or re-
ceipts 1998. Enactment of S. 2375 would affect both re-
ceipts and direct spending; however, CBO estimates that any
changes in spending and receipts would be insignificant. The fol-

lowing table summarizes the estimated pay-as-you-go impact of
this bill. .

Oy fces wars. w subuns ¢f oatiurs)

19% 3 ) 1997 199

- Change m sutiom ] ] 0
Change m rcoists 0 ] 0

7. Estimated cost to State and local governments: None.
8. Estimate comparison: None.

9. Previous CBO estimate: None.
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10. Estimate prepared by: Mark Grabowicz, John Webb. and \e-
lissa Sampson.

11. Estimate approved by: Paul Van de Water, for C.G. Nuckols.
Assistant Director for Budget Analysis.

IX. CHANGES IN EXISTING Law

In compliance with paragraph 12, rule XXV of the Standing
Rules of the Senate, changes in existing law made by the bill as
reported, are shown as follows (existing law proposed to be omitted
is enciosed in black brackets, new matter is printed in italic. exist-
ing law in which no change is proposed is shown in romanr:

TITLE 18—UNITED STATES CODE

*®  J . 4 ] g 3 -

CRIMES AND CRIMINAL PROCEDURE

PART I-CRIMES
Chapter Sec
1. General provisions ..........meriecieenecceeennsessssnssnescnec s
419. Wire intercepton and interception of oral communications ..................... 251
120. Telecommunications carrer cssistance (o the Government ........................ 260
[ N . - * [ ] | ] L ] L ]

§1029. Fraud and related activity in connection with acces
devices

(a) Whoever—

(1) knowingly and with intent to defraud produces, uses, ¢
traffics in one or more counterfeit access devices:

(2) knowingly and with intent to defraud traffics in or usi
one or more unauthorized access devices during any one-ye:
period, and by such conduct obtains anything of value aggr
gatini: 1,000 or more during that period;

(3) knowingly and with intent to defraud possesses fifteen
more devices which are counterfeit or unauthorized access ¢
vices; [or]

(4) knowingly, and with intent to defraud, produces, traff
in, has control or custody of, or possesses device-making equ
ment;

(5) knowingly and with intent to defraud uses, produces, tr
fies in, has control or custody of, or possesses a telecommu
cations, instrument that has been modified or altered to obt
unauthorized use of telecommunications seruvices; or

(6) knowingly and with intent to defraud uses, produces, t1
fics in, has control or custody of, or possesses—

(A) ¢ scanning receiver; or N )

(B) hardware or software used for altering or modify
telecommunications instruments to obtain unauthorized
cess to telecommunications services, :
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shall, if the offense affects interstate or foreign commerce.
punished as provided in subsecrion /¢ of this section.

- = [ ] ® . ] »

(¢c) The punishment for an offense under subsection (a) or tbx
of this section is—
(1) 28 8 =
(2) a fine of not more than the greater of $30.000 or twi
the value obtained by the offense or imprisonment for not mo
than fifteen years, or both. in the case of an offense under su
section [(anl) or (aX4)) /@) (1), (4), 15), or i6) of this sectii
which does not occur after a conviction for another offen
under either such subsection, or an attempt to commit an
fense punishable under this paragraph; and

- = L * - . s

(e) As used in this section—

(1) the term “access device” means any card, plate, code. :
count number, electronic serial number, mobile identificat:
number, personal identification number, or other telecommu
cations service, equtpment, or instrument identifier, or ot}
means of account access that can be used, alone or in conju
tion with another access device, to obtain money, goods, se
ices, or any other thing of value, or that can be used to initi
a transfer of funds (other than a transfer originated solely
paper instrument);

(5) the term “traffic” means transfer, or otherwise dispose
to another, or obtain control of with intent to transfer or .
pose of; [and]

(6) the term “device-making equipment” means any eq:
ment, mechanism, or impression designed or primarily used
making an access device or a counterfeit access devicel.}. .

(7) the term “scanning receiver” means a device or appart
that can be used to intercept a wire or electronic communica
in violation of chapter 119.

§2510. Definitions
As used in this chapter—

(1) “wire communication” means any aural transfer mac
whole or in part through the use of facilities for the tu
mission of communications by the aid of wire, cable, or ¢
like connection between the point of origin and the point ¢
ception (including the use of such connection in a switc
station) furnished or operated by any person engaged in
viding or operating such facilities for the transmission of i
state or foreign communications for communications
interstate or foreign commerce and such term inciudes
electronic storage of such communication(, but such term
not include the radio portion of a cordiess teiephone cot

® -
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nication that is transmitted between the cordless teiepnone
handset and the base unit];

' ] = = s - s

(12) “electronic communication” means any transfer of signs.
signals, writing, images. sounds. data, or intelligence of any
nature transmitted in whole or in part by a wire, radio. elec-
tronic. photoelectronic or photooptical system that affects inter-
state or foreign commerce. but does not include—

[tA) the radio portion of a cordless telephone commu-
nication that is transmitted between the cordless teie-
phone handset and the base unit:}

(B} rA; any wire or oral communication: _

{(C)] /B, any communication made through a tone-only
paging dewvice; or

ﬁlD)] (C) any communication from a tracking dewvice (as
defined in section 3117 of this title); '

4 L = L 3 - - -

(16) “readily accessible to the general public” means. with re-
spect to a radio communication, that such communication is
not—

(A) scrambled or encrypted:

] = L L . .- L d

(D) transmitted over a communication system provided
by 2 common carrier, unless the communication is a tone
only paging system communication; [or]

(E) transmitted on frequencies allocated under part 25.
subpart D, E, or F of part 74, or part 94 of the Rules of
the Federal Communications Commission, unless, in the
case of a communication transmitted on a frequency allo-
cated under part 74 that is not exclusively allocated to
broadcast auxiliary services, the communication is a two-
way voice communication by radio; or

(F) an electronic communication;

§2511. Interception and disclosure of wire, oral, or elec
tronic communications prohibited

(1) Except as otherwise specifically provided in this chapter an;
person who—

(a)l s =

- - - - LR . L =

(2XaXi) It shall not be uniawful under this chapter for an operz
tor of a switchboard, or on officer, employee, or agent of a provide
of wire or electronic communication service, whose facilities a1
{used in the transmission of a wire communication}, used in tk
transmission of ¢ wire or electronic communication to intercept, di
close, or use that communication in the normal course of his er
ployment while engaged in any activity which is a necessary inc
dent to the rendition of his service or to the protection of the righ
or property of the provider of that service, except that a provid
of wire communication service to the public skall not utilize serva
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observing or random monitoring except for mechanical or service
quality control checks.

L g 3 * L L = ]

(4Xa) Except as provided in paragraph (b) of this subsection or
in subsection (5), whoever violates subsection (1) of this section
shall be fined under this title or imprisoned not more than five
years, or both.

(b) If the offense is a first offense under paragraph ta) of this
subsection and is not for a tortious or illegal purpose or for pur-
poses of direct or indirect commercial advantage or private com-
mercial gain. and the wire or electronic communication with re-
spect to which the offense under paragraph (a) is a radio commu-
nication that is not scrambled [or encrypted, thenl, encrvpted. or
transmitted using modulgtion techniques -the essential parameters
of which hague been withheld from the public with the intention of
preserving the privacy of such communication—

(1) if the communication is not the radio portion of a cellular
telephone communication, a cordless telephone communication
that is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication
or a paging service communication, and the conduct is not that
described in subsection (5), the offender shall be fined under
this title or imprisoned not more than one year, or both: and

(ii) if the communication is the radio portion of a cellular
telephone communication, a cordless telephone communication
that is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication

or a paging service communication, the offender shall be fined
not more than $500.

® - L = ] - L

“CHAPTER 120—~TELECOMMUNICATIONS CARRIER
ASSISTANCE TO THE GOVERNMENT

2601. Definitions.

2602. Assistance capability requirements.
2603. Notices of capacity requirements.
2604. Systems security and integrity.

2605. Cooperntion of equipment manufacturers and providers of telecommunications
support services.

2606. Technical requirements and standards; extension of compliance date.
2607. Enforcement orders.

2608. Reimbursement of telecommunications carriers.
“§2601. Definitions

(@) DEFINITIONS.—{n this chapter— ,
the terms defined in section 2510 have, respectively, the
meanings stated in that section.

“call-identifying information”— L ,
means all dialing or signalling information assoct-

ated with the origin, direction, destination, or termination

of each communication generated or received by the sub-
scriber equipment, facility, or service of a telecommuni.
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cations carrier that s the subject of a court order or igufu
authorization: but

B) does not include any information that mayv discios
the physical location of the subscriber except to the exten
that the location may be determined from the telephon.
number;.

“Commission” means the Federal! Communications Commuis
sion.

“government” means the government of the United States an
any agency or instrumentality thereof, the District of Columbic
any commonuwealth, territory, or possession of the Unute
States, and any State or political subdivision thereof authorize,
by {aw to conduct electronic surveillance.

“information services”—

'A) means the offering of a capability for generating, a
quiring, storing, transforming, processing, retrteving, uttlL
ing, or making available information via telecommun
cations; and

B) includes electronic publishing and messaging ser
ices; but

{C) does not include any capability for a telecommun
cations carrier's internal management, control, or operatic
of its telecommunications network.

“telecommunications carrier”—

(A) means a person or entity engaged in the transmissi
or switching of wire or electronic communications as a co’
mon carrier for hire (within the meaning of section 3'h;
the Communications Act of 1934 (47 U.S.C. 153/h)y;

(B) includes—

(i) a person or entity engaged in prouviding comm
cial mobile service as defined in section 332(d) of t
Communications Act of 1934 (47 U.S.C. 332(d,.); or
(ii) a person or entity engaged in prouiding wire
electronic communication switching or transmissi
service to the extent that the Commission finds t!
such service is a replacement for a substantial port
of the local telephone exchange service and that it is
the public interest to deem such a person or entity
be a telecommunicagtions carrier for purposes of i
chapter; but
(C) does not include persons or entities insofar as ¢
are engaged in prouviding information seruices.
“telecommunications support services” means @ product, s
ware, or service used by a telecommunications carrier for the
ternal signaling or switching functions of its telecommi
cations network.

§2602. Assistance capabilily requirements

(a) CAPABILITY REQUIREMENTS.—Ezcept as provided in
sections (bj, (c), and rd} of this section, and subject to sec
2607(c), a telecommunications carrier shall ensure that its sert
or facilities that prouide a customer or su_bscr;xbcr with the at
to originate, terminate, or direct communications are capable
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1) expeditiously isolating and enabling the government to
intercept, to the exclusion of any other communications, all wire
end electronic communications carried by the carrer within g
service area to or from equipment, factlities, or services of a
subscriber of such carrier concurrently with their transmission
to or from the subscriber's service, facility, or equipment or at
such later time as may be acceptable to the government;

2) expeditiously isolating and enabling the government to ac-
cess call-identifying information that is reasonably available to
the carrier—

(A) before, during, or immediately after the transmission
of a wire or electronic communication ‘or at such later time
as may be acceptable to the government); and

/B) in a manner ‘that allows it to be associated with the
communication to which it pertains, :

except that, with regard to information acquired solely pursu-
ant to the authority for pen registers and trap and trace devices
(as defined in section 3127), such call-identifying information
shall not include any information that may disciose the phys-
ical location of the subscriber (except to the extent that the loca-
tion may be determined from the telephone number;;

13) delivering intercepted communications and call-identify-
ing information to the government in a format such that they
may be transmitted by means of facilities or services procured
by the government to a location other than the premises of the
carrier; and

(4) facilitating authorized communications interceptions and
access to call-identifying information unobtrusively and with a
minimum of interference with any subscriber’'s telecommuni-
cations service and in ¢ manner that protects—

(A) the privacy and security of communications and cali-
identifying information not authorized to be intercepted;
a

(B) information regarding the government's interception
of communicgtions and access to call-identifying informa-

tion.
(b) LIMITATIONS.—

(1) DESIGN OF FEATURES AND SYSTEMS CONFIGURATIONS.—
T;’lii;chapter does not authorize any law enforcement agency or
officer—

(A) to require any specific design of features or system
configurations to be adopted by providers of wire or elec-
tronic communication service, manufacturers of tele-

communications equipment, or providers of telecommuni-
cations support services; or ,

(B) to prohibit the adoption of any feature or service by
providers of wire or electronic communication service, magn
ufacturers of telecommunications equipment, or providers o
telecommunications support services.

(2) INFORMATION SERVICES; PRIVATE NETWORKS AND INTER
CONNECTION SERVICES AND FACILITIES.—The requirements o
subsection (a) do not apply to—

(A) information services; or
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‘B, services or ;acilities that support the transport or
switching of communications for private networks or for the
sole purpose of interconnecting telecommunications car-
riers.

13) ENCRYPTION.—A telecommunications carrier shall not be
responsible for decrypting, or ensuring the government's ability
to decrypt, any communication encrvpted bv a subscriber or cus-
tomer, unless the encrvption was prouvided by the carrier and
the carrier possesses the itnformation necessary to decrvpt the
communication.

fc) EMERGENCY OR EXIGENT CIRCUMSTANCES.—In emergency or
exigent circumstances /inciuding those described in sections 2518 /7,
or (11)(b) and 3125 of this title and section 1805(e; of title 50/, c
carrier at its discretion may fulfill its responsibilities under sub-
section (a)(3) by allowing monitoring at its premises if that is the
only means of accomplishing the interception or access.

(d) MOBILE SERVICE ASSISTANCE REQUIREMENTS.—A tele-
communications carrier offering a feature or service that allows sub-
scribers to redirect, hand off, or assign their wire or electronic com-
munications to another service area or another service provider or
to utilize facilities in another service area or of another service pro-
vider shall ensure that, when the carrier that had been providing
assistance for the interception of wire or electronic communications
or access to call-identifying information pursuant to a court order
or lawful authorization no longer has access to the content of such
communications or call-identifying information within the service
area in which interception has been occurring as a result of the sub-
scriber’s use of such a feature or service, information is made avail-
able to the government ’before, during, or immediately after the
transfer of such communications) identifying the provider of wire or

electronic communication service that has acquired access to the
communications.

§2603. Notices of capacity requirements

(@) NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUIRE-
MENTS.—

(1) IN GENERAL.~Not later than 1 year after the date of en-
actment of this chapter, after consulting with State and local
law enforcement cgencies, telecommunications carriers, prouvid-
ers of telecommunications support services, and manufacturers
of telecommunications equipment and after notice and com-
ment, the Attorney General shall publish in the Federal Reg-
ister and provide to appropriate telecommunications carrier as-
socigtions, standard-setting organizations, and for a—

(A) notice of the maximum capacity required to accommo-
date all of the communication interceptions, pen registers,
and trap and trace devices that the Attorney General esti-
mates that government agencies authorized to conduct elec-
tr:gic surveillance may conduct and use simultaneously,
a ,

(B) notice of the number of communication interceptions,
pen registers, and trap and trace devices, representing c
portion of the maximum capacity set forth under subpara
graph (A), that the Attorney General estimates that govern
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ment agencies authorized to conduct electronic surve:llance
may conduct and use simultaneously after the date that is
4 years after the date of enactment of this chapter.

’2) BASIS OF NOTICES.—The notices issued under paragraph
1) may be based upon the type of equipment, tvpe of sertice.
number of subscribers, geographic location, or other measure.

(by COMPLIANCE WITH CAPACITY NOTICES.—

1) INITIAL CAPACITY.—Within 3 vears after the publication by
the Attorney General of a notice of capacity requirements or
within 4 years after the date of enactment of this chapter,
whichever is longer, a telecommunications carrier shall ensure
that its systems are capable of—

(A) expanding to the maximum capacity set forth in the
notice under subsection 7a)(1)(A); and
(B) accommodating simultaneously the number of inter-

ceptions, pen registers, and trap and trace devices set forth
in the notice subsection (1)(B).

(2) EXPANSION TO MAXIMUM CAPACITY.—After the date de-
scribed in paregraph (1), a telecommunications carrier shail en-
sure that it can accommodate expeditiously any increase in the
number of communication interceptions, pen registers, and trap
and trace devices that authorized agencies may seek to conduct
and use, up to the maximum capacity requirement set forth in
the notice under subsection (a)(1)(A).

(c) NOTICES OF INCREASED MAXIMUM CAPACITY REQUIREMENTS. —

(1) The Attorney General shall periodically provide to tele-
communications carriers written notice of any necessary in-
creases in the maximum capacity requirement set forth in the
notice under subsection (aj(1)(A).

(2) Within 3 years after receiving written notice of increased
capacity requirements under paragraph (1), or within such
longer time period as the Attorney General may spectfy, a tele-
communications carrier shall ensure that its systems are capa-

ble of expanding to the increased maximum capacity set forth
in the notice.

§2604. Systems security and integrity

A telecommunications carrier shall ensure that any court ordered
or lawfully authorized interception of communications or access to
call-identifying information effected within its switching premises
can be activated only with the affirmative intervention of an indi-
vidual officer or employee of the carrier.

§2605. Cooperation of equipment manufacturers and provid-
-~ ers of telecommunications support services

(a) CONSULTATION.—A telecommunications carrier shall consult,

" as necessary, in a timely fashion with manufacturers of its tele-

communications transmission and switching equxfpmcnt and its pro-
viders of telecommunications support services for the purpose of
identifying any service or equipment, including hardware and soft-
ware, that may require modification so as to permit compliance
with this chapter. ' : .

(b) MODIFICATION OF EQUIPMENT AND SERVICES.—Subject to sec-
tion 2607(c), ¢ manufacturer of telecommunications transmission o’
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switching equipment and a provider of telecommunications support
services shall, on a reasonably timely basis and ar a regsonable
charge, make available to the telecommunications carriers using its
equipment or services such modifications as are necessarv to permit
such carriers to comply with this chapter.

$2606. Technical requirements and standards; extension of
compliance date

‘@) SAFE HARBOR.—

‘1) CONSULTATION.—To ensure the efficient and industrv-
wide implementation of the assistance capability requirements
under section 2602, the Attorney General, in coordination with
other Federal, State. and local law enforcement agencies. shall
consult with appropriate associations and standard-setting or-
ganizations of the telecommunications industry and with rep-
resentatives of users of telecommunications services and facili-
ties. : '

12) COMPLIANCE UNDER ACCEPTED STANDARDS.—A tele-
communications carrier shall be found to be in compliance with
the assistance capability requirements under section 2602, and
a manufacturer of telecommunications transmission or switch-
ing equipment or a provider of telecommunications support
services shall be found to be in compliance with section 2605,
if the carrier, manufacturer, or support service provider Is in
compliance with publicly auailable technical requirements or
standards are adopted by an industry association or standard-
setting organization or by the Commission under subsection 'b)
to meet the requirements of section 2602.

’3) ABSENCE OF STANDARDS.—The absence of technical re-
quirements or standards for implementing the assistance capa-
bility requirements of section 2602 shall not—

(A) preciude a carrier, manufacturer, or services provider
from deploying a technology or service; or
(B) relieve a carrier, manufacturer, or service provider of

th.z lgbligations imposed by section 2602 or 2605, as appli-
cable.

b) FCC AUTHORITY. —

(1) IN GENERAL —If industry associations or standard-setting
organizations fail to issue technical requirements or standards
or if a government agency or any other person believes that such
requirements or standards are deficient, the agency or person
may petition the Commussion to establish, by notice and com-
ment rulemaking or such other proceedings as the Commission
ma b; authorized to conduct, technical requirements or stand-
aras that—

(A) meet the assistance capability requirements of section

2602; o
(B) protect the privacy and security of communications

not authorized to be intercepted; and

(C) serve the policy of the United States to encourage the

provision of new technologies and services to the public.
(2) TRANSITION '-PER!OD.-——of;ea'n industry technical require-
ment or standard is set aside or supplanted as a result of Com-
mission action under this section, the Commission, after con:
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sultation with the Attorney General, shall establish a reason-

able time and conditions for compliance with and the transition

to any new standard, including defining the obligations of tele-

communications carriers under section 2602 during any transi-
tion period.

fc) EXTENSION OF COMPLIANCE DATE FOR FEATURES AND SERV-

ICES.—

(1) PETITION.—A telecommunications carrier proposing to de-

ploy, or having deployed. c feature or service within 4 vears

after the date of enactment of this chapter may petition the

Commission for 1 or more extensions of the deadline for comply-
ing with the assistance capability re

quirements under section

2602. '
(2) GROUND FOR EXTENSION.—The Commission may,. after af-
fording a full opportunity for hearing and after consultation

with the Attorney General, fmnt an extension under this para-
graph, if the Commission determines that complicnce with the
assistance capability requirements under section 2602 is not
reasonably achievable through application of technology avail-
able within the compliance period.
(3) LENGTH OF EXTENSION.—AnR extension under this para-
graph shall extend for no longer than the eariier of—
fA) the date determined by the Commission as necessary
for the carrier to comply with the assistance capability re-
quirements under section 2602; or

B) the date that is 2 years after the date on which the
extension is granted.

(4) APPLICABILITY OF EXTENSION.—An extension under this

subsection shall apply to only that part of the carrier’s business
on which the new feature or service is used.

§2607. Enforcement orders

(a) ENFORCEMENT BY COURT [SSUING SURVEILLANCE ORDER.—If
a court authorizing an interception under chapter 119, a State stat-
ute, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801 et seq.) or authorizing use of a pen register or a trap and trace
device under chapter 206 or a State statute finds that a tele-
communications carrier has failed to comply with the requirements
in this chapter, the court may direct that the carrier comply forth-
with and may direct that a provider of support services to the car-
rier or the manufacturer of the carrier’s transmission or switching
equipment furnish forthwith modifications necessary for the carrier
to comply.
’b) £Nroaczm:m UPON APPLICATION BY ATTORNEY GENERAL —
The Attorney General may apply to the appropriate United States
district court for, and the United States district courts shall have
Jurisdiction to issue, an order directing that a telecommunications
carrier, @ manufacturer of telecommunications transmission or
switching equipment, or a provider of telecommunications support
services comply with this chapter. )

(c) GROUNDS FOR ISSUANCE.—A court shall issue an order under
subsection (a) or (b) only if the court finds that—. .
A (1) alternative technologies or capabilities or the facilities of

another carrier are not reasonably available to law -enforcement
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for implementing the interception of communications or acce
to call-identifying information; and

(2) compliqnce with the requirements of this chapter is re

sonably achievable through the application of available tec
nology to the feature or service at issue or would have been re
sonably achievable if timely action had been taken.

/d) TIME FOR COMPLIANCE.—Upon issuance of an enforceme
order under this section, the court shall specify a reasonable tur
and conditions for complying with its order, considering the go
faith efforts to comply in a timely manner, any effect on the c«
rier’'s, manufacturer's, or service provider's ability to continue to
business, the degree of culpability or delay in undertaking efforts
comply, and such other matters as justice may require.

(e) LIMITATION.—An order under this section may not require
telecommunications carrier to meet the government’s demand
interception of communications and acquisition of call-identify:
information to any extent in excess of the capacity for which not
has been provided under section 2603.

(f) CIVIL PENALTY.—

(1) IN GENERAL.—A court issuing an order under this sect
against a telecommunications carrier, a manufacturer of t
communications transmission or switching equipment, or ¢ {
vider of telecommunications support services may impose a ¢
penaity of up to $10,000 per day for each day ir violation c
the issuance of the order or after such future date as the cc
may specify.

(2) CONSIDERATIONS.—In determining whether to impos
fine and in determining its amount, the court shall take into
count—

fA) the nature, circumstances, and extent of the violat

(B) the violator's ability to pay, the wiolator's good [
efforts to comply in a timely manner, any effect on the
lator’s ability to continue to do business, the degree of
pability, and the length of any delay in undertaking ef]
to comply; and

(C) such other matters as justice may require.

(3) CIviL ACTION.—The Attorney General may file a civi
tion in the appropriate United States district court to co
and the United States district courts shall have jurisdictu
impose, such fines.

§2608. Payment of costs of telecommunications carriers

(a) EQUIPMENT, FEATURES, AND SERVICES DEPLOYED BE
DATE OF ENACTMENT; CAPACITY COSTS.—The Attorney Gei
shall, subject to the availability of appropriations, pay telecomn
cations carriers for all reasonable costs directly associated with

' (1) the modifications performed by carriers prior to the
tive date of section 2602 or prior to the expiration of any ¢
sion granted under section 2606(c) to establish, with resp
equipment, features, and services deployed before the date
actment of this chapter, the capabilities necessary to «
with section 2602; 8 .

(2) meeting the maximum capacity requirements set for
the notice under section 2603(a)(1)(AJ; and
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(3) expanding existing facilities to accommodate simuita-
neously the number of interceptions, pen registers and trap and
trace devices for which notice has been provided under section
2603(a) 1)(B).

fbj EQUIPMENT, FEATURES, AND SERVICES DEPLOYED ON OR
AFTER DATE OF ENACTMENT. —

1) IN GENERAL.~—If compliance with the assistance capability
requirements of section 2602 is not reasonably achievable with
respect to equipment, features, or services deploved on or after
the date of enactment of this chapter, the Attorney General, on
application of a telecommunications carrier, may pay the tele-
communications carrier reasonable costs directly associated
with achieving compliance.

(2) CONSIDERATION.—{n determining whether compliance
with the assistance capability requirements of section 2602 is
reasonably achievable with respect to any equipment, feature, or
service deployed afler the date of enactment of this chapter, con-
sideration shall be given to the time when the equipment, fea-
ture, or service was deployed.

c) ALLOCATION OF FUNDS FOR PAYMENT.—The Attorney General
shall allocate funds appropriated to carry out this chapter in ac-
gdanie with law enforcement priorities determined by the Attorney

nerg

(d) FAILURE TO MAKE PAYMENT WITH RESPECT TO EQUIPMENT,
FEATURES, AND SERVICES DEPLOYED BEFORE DATE OF ENACT-
MENT, ~—-

(1) CONSIDERED TO BE IN COMPLIANCE.—Unless the Attorney
General has agreed to pay the telecommunications carrier for
all reasonable costs directly associated with modifications nec-
essary to bring the equipment, feature, or service into actual
compliance with those requirements, provided the carrier has
requested payment in accordance with procedures promulgated
pursuant to subsection (e), any equipment, feature, or service of
a telecommunications carrier deployed before the date of enact-
ment of this chapter shall be considered to be in compliance
with the assistance capability requirements of section 2602 until
the equipment, feature, or service is replaced or significantly

or otherwise undergoes major modification.

2) LDOTATION ON ORDER.—An order under section 2607
shall not require a telecommunications carrier to modify, for the
purpose of complying with the assistance capability require-

ments of section 2602, any equipment, feature, or service de-
ployed before the date of enactment of this chapter unless the
Attorney General has agreed to pay the telecommunications car-
rier for all reasonable costs directly associated with modifica-
tions necessary to bring the equipment, feature, or service tnto
actual compliance with those requirements. .

(¢) PROCEDURES AND REGULATIONS.—Notwithstanding any other
law, the Attorney General shall, after notice and comment, establish
any procedures and regulations deemed necessary to effectuate time-
ly and cost-efficient payment to telecommunications carriers for

nsable costs incurred under this chapter, under chapters 119

121, and under the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.). ‘
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(f) DISPUTE RESOLUTION.—If there is g dispute between the Attc
ney General and a telecommunications carrer regarding
amount of reasonable costs to be paid under subsection (a,, the d.
pute shall be resolved and the amount determined in a proceed::
initiated at the Commission or by the court from which an enfor:
ment order is sought under section 2607.

= L = L L t ]

§ 2703. Requirements for governmental access
(a) s ® S

(c) RECORDS CONCERNING ELECTRONIC COMMUNICATION SERVI
OR REMOTE COMPUTING SERVICE.—1XA) Except as provided
subparagraph (B), a provider of electronic communication service
remote computing service may disclose a record or other inforn
tion pertaining to a subscriber to or customer of such service (!
including the contents of communications covered by subsection
or (b) of this section) to any person other than a governmental «
tity.

(B) A provider of electronic communication service or rem
computing service shall disclose a record or other information
taining to a subscriber to or customer or such service (not inclu
the contents of communications covered by subsection (a) or (b
this section) to a governmental entity only when the governmer
entity—

[(i) uses an administrative supoena authorized by a Fed:
or Stat]e statute, or a Federal or State grand jury or trail s

na: :

[(i)} (i) obtains a warrant issued under the Federal Ri
of Criminal Procedure or equivalent State warrant:;

[(iii)] (ii) obtains a court order for such disclosure un
subsection (d) of this section; or

{(iv)] (iii) has the consent of the subscriber or custome
such disclosure.

(C) A provider of electronic communication service or remote ¢
puting service shall disclose to a governmental entity the name,
dress, telephone toll billing records, and length of service of a .
scriber to or customer of such service and the types of services
subscriber or customer utilized, when the governmental entity
an administrative subpoena authorized by a Federal or State .
ute or a Federal or State grand jury or trial subpoena or any m
available under subparagraph (B).

L .- "~ .- - . - [ ]

(d) REQUIREMENTS FOR COURT ORDER.—{A court order for di
sure under subsection (b) or (c) of this section may be issued by
court that is a court of competent jurisdiction set forth in se
3126(2XA) of this title and s issue only if the governmenta
tity shows that there is reason to believe the contents of a wi
electronic communication, or the records or other inforr
sought, are relevant to a.legitimate law enforcement mcg.:xq
court order for disclosure under subsection (b) or (c) may be &
by any court that is a court of competent jurisdiction rib
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section 3126(2)(A) and shall issue only if the governmental entity of
fers specific and articulable facts showing that there are reasonabi
grounds to believe that the contents of @ wire or electronic commu
nication, or the records or other information sought, are relevan
and material to an ongoing criminal investigation. In the case o
a State governmental authority, such a court order shall not issu
if prohibited by the law of such State. A court issuing an order pur
suant to this section, on a motion made promptly by the servic
provider, may quash or modify such order. if the information o
records requested are unusually voluminous in nature or compli
ance with such order otherwise would cause an undue burden o
such provider.

L L L ] ] -

§3121. General prohibition on pen register and trap an
trace device use; exception

(a)l t =

. ] ® s L = L

fc) LIMITATION.—A government agency authorized to install an
use a pen register under this chapter or under State low, shall u:
technology reasonably cuailable to it that restricts the recording «
decoding of electronic or other impulses to the dialing and signa
ling information utilized in call processing.

nf(c)] (d) PENALTY.—Whoever knowingly violates subsection ¢
shall be fined under this title or imprisoned not more than o
year, or both

L] - -~ « L s -

O
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TELECOMMUNICATIONS CARRIER ASSISTANCE TO THE
GOVERNMENT

OCTOBER 4. 19‘94.—0r&ered to be pninted

Mr. BROOKS, from the Committee on the Judiciary, submitted the
following '

REPORT
together with

ADDITIONAL VIEWS
{To accompany H.R. 4922)

{Including cost estimate of the Congressional Budget Officel

The Committee on the Judiciary, to whom was referred the bill
(H.R. 4922) t0 amend title 18, United States Code, to make clear
a telecommunications carrier's duty to cooperate in the interception
of communications for law enforcement purposes. and for other
purposes, having considered the same, report favorably thereon

with an amendment and recommend that the bill as amended do
pass.

The amendment is as follows:

Strike out all after the enacting clause and insert in lieu thereof
the following:

SECTION 1. INTERCEPTION OF DIGITAL AND OTHEER COMMUNICATIONS.

(a) IN GENERAL.—Part | of title 18, United States Code. 1s amended by inserung
after chapter 119 the following new chapter:

“CHAPTER 120—~TELECOMMUNICATIONS CARRIER ASSISTANCE TO
THE GOVERNMENT

“See. .

“2601. Definitiona

“2802. Assisance capabiinny requirements.

“2603. Nouews of capacity requirements.

“2004. Mcunty and integmy.

=2008. Cooperation of squipment manuisciurers and providers of LEIEOMMUNICALIONS SUPPON MrNCER.
“2008. Technical requiretients and SAnOArSs: extansion of COBPLARCS dars.

99008
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2407. Enforcement orders,
=2608. Paymen: of S of WHIEOMMUDICALIONS CRIMers o COMBIY WItR cR OOl requirements.

“§ 2601. Definitions
“(a) DEFINITIONS.~{n this chapter—

“the terms defined In secmon 2510 have. respectively, the meaningy stated 10
that section.
*‘cail-identifying information'— , . : X

“(A) means disling or signaling .information that identifies the ongin. di-
rection. desunauon. or termunaton of esch communucation generated or re-
ceived by the subscriber equpment. facility, or service of a teiecommuru-
ganons carner that is the subdject of a court order or lawful authonzauon:

ut :

“B) does not inciude any information that may disclose the physical loca-
tion of the subscriber texcept to the extent that the locauon may be deter-
mined from the telephone number).

“‘Commuasion’ means the Federal Communications Commuasion.
. “'government’ means the government of the United States and any agency or
instrumentality thereof, the Distnict of Columbia. any commonweaith. termitory,
or possession of the United States. and any Stats or political subdivision thereof
authonzed by law to conduct electronic surveillance. '
*‘information services' — . :
“(A) means the offering of a capability for generating, acquiring, stonng,

transformung, processing, retneving, utilizing, or making avauabie informa-
tion via telecommunicatons: and \ _
“(B) includes siectronic publishing and electronic messaging services: but
“(C) does not inciude any capability for a taiecommunicauons carmers in-
mn::-l management, control, or operation of its telecommunications net-
wol
“‘telecommunications support services' means a product. software, or service
used by a teiecommunications carmer for the internal signaling or swatching
functions of its telecommunications network. o
“‘tslecommunicstions carrier'—
“{A) means a person or entity engaged in the transmission or switching
of wire or electronic communications as a common carrier {or hire 'wathin

?5‘3( g:umng of section h) of the Commurnucations Act of 1934 (47 US.C.
»;

“(B) includes—
“(i) & person or entity engaged in providing commercial mobile service
(as defined in section 332(d) of the Communications Act of 1934 (47
U.S.ﬁC. 332(d); or |
“{ii) a person or entity engaged in providing wire or electronic com-
munication switching or transmission servics to the extant that the
Commission finds that such service is a replacement for a substantal
E:rn'onofdnlocdtc hone exchange service and that it is in the pub-
ic intarest to deem such a person or enuity to be a telecommunicanons
carrier for purposes of this chapter; but )
“(C) does not include persons or entities insofar a3 they are engaged in
providing information services.
“§ 2003. Assistance capablility requirements

“(a) CAPABILITY REQUIREMENTS.—Except as provided in subsections (b), (c), and
(d) of this section and sections 2607(c) and 2608(d), a telecommumcations carner
shall ensure that its services or facilities that provide a customer or subscriber waith
the ability to originate, terminats. or direct communications are capabis of—

“(1) expeditiously isolating and enabling the government to intarcept, to the
exclusion of any other communications, all wire and electronic communicatons
nmdbymoam«wi:hinamuuworm_mpmm.fndmg.u
services of a subscriber of such carner concurrsntly with their transmussion to
or from the subscribers service. facility, or equipment or at such later tume as
may be acceptabie to the government: ' . _ N

“{2) expeditiously isclating and enabling the government to access call-identi-
fying information that is reasonably svailsbie to the carner— _

“(A) before, during, or umneduul{.dhr thes transmission of & wire or
electronic communication (or at such later time as may be acceptabie to the
gove:mment): and .

“tB: in a manner that allows it to be associated with the communication
to which it pertains,
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except that. with regard 0 iniormanon acqured soleiy pursuant w the author.
ity for pen reqisters and trap and trace dewices tas defined in section 1127
such -identfying information shall not include any informauon thar mav
disciose the physical location of the subscriber texcept to the extent that :ne io
cation may be determured from the teiepnone numbper::

*13) delivening intercepted communicauons and call-idenufying information tw
the government in a format such that they may be transmutted by means of {a-
clities or services procured Dy the government W a iocation other than the
premises of the carmer: and

“14) facilitaung authonzed commurucations interceptions and access o cali-
idenufying information unobtrusively and with a minumum of interference with
any subscrider's teiecommurucations service and 1n a manner that protects—

"tA) the privacy and securnity of communications and cail-idenufnng in-
formaton not authonzed o be intercepted: and

"tB) informauon regarding the governments intercepucn of commurnuica-
tions and access to -idenufying informauon.
“(bt LIMITATIONS. —

“t1) DESIGN OF FEATURES AND SYSTEMS CONFIGURATIONS.—This chapter does
not authorze any law enforcement agency or officer—

“'A) W require any specific design of fearures or system configurations
be adopted by providers of ware or electronuc communicauon service. manu-
facturers of telecommunicatons equipment, or providers of teiecommuru-
cations support services: or

“1B) to protubit the adoption of any feature or service by providers of wire
or electronic communication service. manufacrurers of teiecommurucations
equipment. or providers of telecommurucations support services.

“12) INFORMATION SERVICES. PRIVATE NETWORKS AND INTERCONNECTION SERV-
ICES AND FACILITIES.—The requurements of subsection 'a) do not apply to—

“(A) information services: or

“IB) services or facilities that support the transport or switching of com-
murnications for private netrworks or for the soie purpose of interconnecung
telecommunications carriers.

“(3) ENCRYPTION.—A telecommunications carrier shall not be responsible for
decrypuing, or ensuring the government's ability w0 decrypt. any commurnucation
encrypted by a subscniber or customer, unless the encryption was provided by
the carmer and the carmer possesses the information necessary to decrypt the
communicaton.

“t¢) EMERGENCY OR EXIGENT CIRCUMSTANCES.—{n emergency or exgent cir-
cumstances tinciuding those described in sections 2518 (7) ort 11xb) and 3129 of this
utle and section 1805(e) of title 50), a carmer at i1ts discretion may comply wath sub-
secton tax3) by allowing monutoring at its premuses if that is the only means of ac-
complishing the interception or actess.

“(d) MOBILE SSRVICE ASSISTANCE REQUIREMENTS.—A telecommunications carner
offering a feature or service that allows subscribers to redirect. hand off. or assign
their wire or electronuc communications to another service area or another service
provider or to utilize facilities in another service ares or of another service provider
shall ensure that, when the carmier that had been providing assistance for the inter-
ception of wire or electronic communications or access to call-identfying information
pursuant o a court order or lawful authonizanon no longer has access to the content
of such communications or call-identifying information within the service area in
which interception has been occurring as a resuit of the subscriber's use of such a
feature or servics, informsation is made avaiabie to the government tbefore. duning,
or immediately after the transfer of such communicatons) denufying the provider
of wire or electronic communication service that has acquired access w the commu-
nications.

“§ 2803. Notices of capacity requirements

“(2) NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUIREMENTS.— ‘
“(1) IN GENERAL —Not later than | year after the date of enactment of this
chapter. after consuiting with State and local law enforcement agencies. tele-
communications carrmiers, providers of telecommunications support sarnces. and
manufacturers of telecommunications equipment. and after noncs and comment.
the Attorney General shall publish in the Federal Register and provide to ap-
propnata telecommunications industry associations and stan .setting orga-
nizatons— .
“(A) notice of the maximum capacity required to accommodate all of the
communication interceptions. pen registers. and trap and trace devices that
the Antorney General eshmates that government agencies authonzed to




4
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the date that 18 4 years aiter tne date of enactment of guﬂm?gra?:d
“(B) notice of the actual number of communi .

| CAUOD intercepnons. pen reg-
isters, and trap and trace devices. representng 2 poruon of the maxmum
capacty set forth under subparagraph (A), that the Attorney General esu-

mates that government agencies authorized to conduct eiectroruc survell-
lance may conduct and use simuitaneously after the date tnat 1s 4 vears
after the date of enactment of thus chapter.

12} BASIS OF NOTICES.—The nouces issued under paragraph 1 —

“fA) may be based upon the type of equipment. tvpe of service. number
of subscribers. type or size or carrmer. nature of service area. or any other
measure: and

“tB) shall idenufy. to the maximum extent possible. the capacity required
at specific geographic locauons. 1nciuding carner office iocations.

“15) COMPLIANCE WITH CAPACITY NOTICES.—

*11) INITIAL CAPACITY.—Within 3 years after the publication by the Attorney
General of a nouce of capaaty requirements or within 4 years after the aate
of enactment of this chapter, whichever 1s longer. a telecommunicaucns carrer
shall. subject to subsection ie), ensure that its systems are capable of— ‘

“tA) expanding to the maximumn capaarty set forth i1n the nouce under
subsecuon (ax1XA), and

“tB) accommodatung simultaneously the number of intercepuons. pen reg-
isun.aand trap and trace devices set forth 1n the nouce under subsection
ran InBY

*(2) EXPANSION TO MAXIMUM CAPACITY.—After the date described in para-
graph t1), a telecommunicauons carner shall. subject to subsection ier, ensure
that 1t can accommodate expeditiousiy aay increase 1n the actual number of
communication interceptions, pen registers, and trap and trace devices that au-
thorized agencies may seek to conduct and use. up to the maximum capaaty

uirement set forth in the notice under subsection taX 1XA).

“fe) NOTICES OF INCREASED MAXIMUM CAPACITY REQUIREMENTS.—

*11) The Attorney General shall pertodically publish in the Federal Reqister.
after notice and comment. notice of any necessary increases 1n the maxamum
capam& requurement set forth in the notice under subsection tax 1XA).

*2) Within 3 years after notice of increased mammum capacaity requurements
is published under paragraph (1), or wathin such longer ume penod as the At-
torney General may specify, a telecommunicauons carmner shall. subject to sub-
section (e), ensure that its systems are capable of expanding w the increased
maxumum capacity set forth in the notcs.

“(d) CARRIER STATEMENT.—Within 180 days after the publication by the Attorney
Generai of a notice of capacty requirements pursuant to subsecuon ta), a teie-
communications carrier shall submit to the A General a statement idenufy-
ing any of its systams or services that do not have the capaaty to accommodate si-
muitaneousiy the number of intsrceptions. pen registers. and trap and trace devices
set forth in the notice under subparagraph (A) or (B) of subsection 1an 1)

“(e) REIMBURSEMENT REQUIRED FOR COMPLIANCE.—The Attorney General shall re-
view the statements submittad under subsection (d) and may, subject to the avai-
ability of appropriations, agree to reimburse a telecommuncations carnier for the
just and rcuonnh!l? costs directly usog:ud with mod.i.ﬁcauon; w uw& such cap?c-
ity requirement. Until the Attorney General agrees 0 reimburse such carner lor
such modification, such carrier shall be considered to be in compliance with the ca-
pacity notices under subparsgraphs (A) and (B) of subsection tax 1).

“§ 2004. Systems security and integrity
“A telecommunications carrier shall ensure that any court ordered or lawfully au-
thorized interception of communications or access to call-identifying informauon ef-

fected wathin its switching premises can be activated only with the affirmauve inter-
venuon of an individual ogar or employee of the carner.

“$2608. Cooperation of equipment manufacturers and providers of tele-
communications support services

“(a) CONSULTATION.—A telecommunications carrier shall consult, as necessary. in
a tumely fashion with manufacturers of its telecommunications transmission and
switching equipment and its providers of telecommunications SUpport services ffr
the purpose of ensuring that current and planned services and equpment “mpg
with the capability requirements of section 2602 and the capsaty requremes
identfied by the Attorney General under section 2603.



